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BBeaeHue

Ans TOro, yT06bI BOWTH B OCHOBHOE MEHH KOMMYTaTOpa, BaM HE0OX0AUMO:
1. NoakatounTb Lan kabeab B 0AUH U3 24 NOpTOB;

2. YctaHOBUTb AOKaAbHbIW [P appec Balwuero MK otanuHbii oT IP appeca Baluero

KOMMYyTaTopa;
’
§ Ethernet: ceoitcrea x Caoilcrsa: IP sepcun 4 (TCP/IPvd) x
Cem  floctyn Ofuwme
Mo moverse yepes MapameTpoi IP MOKHO HASHASATE ABTOMATIHE0M, ECNH CETh
NOAAEOAMBAET 3T BOMONHOCTL. B NPOTHBHOM Cryuae yamaiiTe
i Reatek PCle GBE Famiy Controler napameTpe: IP ¥ CETESOMO A0MICTPaTOPA.
(O Nany-iTo [P-88DEC ABTOMATHUEOM
o "‘""‘"“'! i SRS (@ Wonons3osaTs cneayrows IP-aapec:
¥ B8 Knuent ann ceen Microsoft A
= !WWKWMWWWM Panpec:

L

Macxa nogceTi: 255.255.255. 0
P sepcywm 4 (TCP/1Pv4

7 4 MpoToxkon MynsTwnnexcopa cetesoro aganTepa (Mai Oorosroi wnos: 192.168. 2 . 1
¥ 4 Dpadeep nporoxona LLDP (MawpocoeT)

] 4 IP sepcsm € (TCP/IPYE) ~ MonywiTs agpec DNS-cepeepa asTOMATIMNEOM

< > | @Heno , anpecs DNS

Yetarosums... Ynamms Mpeancw Taersii DNS-cepeep: 8 .8 .8.8
Onwcarme AnsTepHaTeroiil DNS-cepsep: 8.8 .4.4

MpoToxon TCP/IP. Cranaspme NpoToRON FROSSNLHEN
cetedl, CHASD MEXTY DASNIMHDMI

oK Oreera [Coc ]/ omem

3. B appecHoi cTpoke B Internet Explorer yka3athb IP appec kommyTtaTtopa (CTaHAQpPTHbLIN
IP appec 192.168.2.1);

4. B noABMBLIEMCA OKHE YKa3aTb AOTMH U ApOAb OT KOMMyTaTopa (A0rMH-admin napoAb-admin).

192.168.2.1 x W !

< C ©192168.21

R

http://192.168.2.1
BSHREER T RASER

AP




1 Administrator

1.1 UndopmauuoHHaAA cUCcTEMA

MAC-aapec, Bepcusi NpownBKK, Bpems becnepeboitHon paboTbl, UMA YCTPOMCTBA,
KOMMeHTapMﬁ, PacnoAOXeHUe U KOHTaKTHas MH(I)OpMaLIMFI KOMMYTaTopa NPpeACTaBAE€Hbl Ha 3TOU
CTpaHuLe.

Hactpoika GpyHKUUK AAA CUCTEMHOW UHOOPMALIUMK.

Administrator -> System Information

MAC Address 00:11:22:33:44:1d
Firmware Version v25.1

Uptime 00:13:16

Device Name SWITCH
Comment SWITCH
Location LOCATION
Contact CONTACT

[ Apply

MpumeyaHue: copepxaHue AONKHO ObITb He 6oAee 15 CUMBONOB AAA KAXKAOTO 3AEMEHTA.

Mapametpbl OnucaHue
MAC-Address Noka3sbiBaer MAC-aapec kKommyTaTopa
Firmware Version Moka3biBaeT BEpCHI0 NPOrpamMmMHOro obecneyeHus
Uptime lNoka3biBaeT cTapToBOE BpeMa KOMMyTaTopa
Devace Name Beeaute uma kommyraTtopa
Comment BeeauTe npumeyaHne KommyTatopa
Location BBeauTe mecTononoXxeHue KommyTaTopa
Contact Beeaute copepxumoe KommyrtaTopa



1.2 NMapoab

Ums nonb30oBaTeAd U NapOAb, KOTOPbie OYAYT BBEAEHbI HA 3TOW CTPAHMULIE NPU BXOAE.

Hactpoika ¢pyHKLUIK AN NAPOAS.

Administrator -> Account/ Password

User Name admin
Password
Confirm Password

Apply

MpumevaHue: copepxaHne AONKHO ObITb He 60Aee 15 CUMBOAOB AN KXKAOTO 3AEMEHTA.

MapameTpbl OnucaHue
User Name Ums noab3oBaTend KOMmyTaTopa
Password Beeaute naponb
Confirm Password MNoaTBEpAUTE NAPOAL

1.3 Kondurypauus IP

KoHdurypauus IP no3Boaser noAb3oBaTersmM ycTaHaBAMBaTb appeca IPv4 & IPv6 BpyuHyto UAK
noayuyatb cepsepom DHCP aBToMaTHuecKHu.




1.3.11Pv4

OyHKUMA HACTPOMKU AA IPV4.

Administrator -> IP Configuration -> IPv4

_‘

Static IPv4 Address \

IPv4 Address 192.168.2.1
Subnet Mask 255.255.255.0
Default Gateway 192.168.2.254
DNS Server

DHCPv4 ‘
DHCPv4 Enable
Apply |
MpumevaHue: AONYCTUMbI TOALKO «0-9» U «.» CHMBOADI.
Mapametpbl OnucaHue
Ipv4 Address Ykaxurte IPv4-appec
Subnet Mask YKaXxute MacKy NoACeTH
Default Gateway YKaxure LWA3
DNS Server Ykaxute DNS cepBep
DHCPv4 Enable Bkatouute IPv4 DHCP-cepBep
1.3.2 IPv6

Hactpoika ¢pyHKumuin prs IPV6.

Administrator -> IP Configuration -> IPv6

Static IPv6 Address

IPv6 Address 1e80:¢c0a8:201
Subnet Prefix Length 64

Default Gateway 1e80:c0ag 2fe
DNS Server

DHCPV6

DHCPY6 Enable
Apply -

MNpumevaHue: AONYCTUMbI TOALKO «0-9» U «.» CHMBOADI.



MapameTpbl OnucaHue

IPv6 Address Ykaxure IPv6-appec
Subnet Prefix Length YKaxute A\MHY npedukca noacetu IPv6
Default Gateway YKaxure WA3
DNS Server Ykaxute DNS cepBep
DHCPv6 Enable Bkatouute IPv6 DHCP-cepBep
1.4 SNMP Hactpounku
SNMP.

SNMP (npoctoi npoTOKOA ynpaBAeHUs ceTbio, KOpoTKO SNMP), KOTOPbIA MOXET ynpaBAATb
CTaHAAPTHLIM NPOTOKOAOM U3 KaXXAOr0 YCTPOMCTBA B CETH.

YnpaBneHUe MOXET COCTOATb U3 TPEX YacTen: UHpopmauuoHHan 6a3a ynpasaenus (MIB),
cTpyktypa unpopmauuu ynpasneHus (T'MY) u cam SNMP. MIB npepocraBaser ynpaBasiemMble
06bekTbl U Ux pecTBuA. MIB siBaseTc MHGOPMALIMOHHOW 6a30M, KOTOpas MOXET XPaHUTb
COOTBETCTBYIOLLYI0 MHPOPMALUIO 00 ynpaBAAeMbIX 00beKTax (Yka3aTb UMS U 00BACHUTD
3HaueHwue).

Noaaepxxka SNMPv1, SNMPv2 u SNMPv3, Bbl MoXeTe BbibpaTb pa3AMuHble BapUaHTbl AAF
MOHUTOPUHra ycTpoicTBa. Tpu pa3AMuHbie BEPCUU MOTYT 00eCneunTb TPU Pa3AuyHble CTENEHU
6e30nacHOCTU NpU ynpaBAeHUU ceTbto. UpeHTuduKauua noab3oBatens u3 SNMPv1 u SNMPv2
dopmupyeTca ¢ NOMOLLBIO CTPOKKU CO0OLLECTBA, KOTOPAs UMEET TY XKe GYHKLIMIO, UTO U NapPOAb.
Mpouecc upeHtudukaumu B SNMPv3 ropa3no cAOXHEe, Bbl MOXETE UCNOAb30BaTb
AOMOAHUTEAbHYIO CTeneHb 6e30NacHOCTU AN LIKGPOBAHUA UHPOPMALIUM.

1.4.1 SNMP View Table
OyHkumna HacTpoiku ana SNMP View Table.

Administrator -> SNMP Settings -> SNMP View Table

L
View Name
Suhtree OID
View Type Included =

Apply
View Name Subtree Type Action

systermview 1.36.1.211 included | Delete




MapameTpbl

View Name
Subtree OID
View Type

Delete

OnucaHue

YcTaHOBUTb UMSA BUAQ, He 6onee 20 cMmBOAOB
YctaHoBUTb AManasoH y3na MIB

YctaHoBUTe onpeApeneHHbie y3abl MIB, koTopble moryTt
ObITb BKAOUEHbI UAMUCKAKOYEHBI AAMUHUCTPATOPOM
YAaAuTb CYLLECTBYIOLLUE HACTPOUKK

Hactpoiika ¢yHkuum ara Tabauupsl SNMP Group.

Administrator -> SNMP Settings -> SNMP Group Table

Group Name
Read View None
Wirite View None v
Notify View None v
Security Model SNMPY1 *
Security Level I thi
Apply
Group Name Read View Wirite View Notify View Security Model Security Level Action
public systemview none systemview vi noauth Delete
public systemview none systemview v2¢ noauth Delete
Mapametpbl OnucaHue
Group Name YKkaxxute uma rpynnsol, He 6oree 20 cMMBOAOB
Read View Pa3pelueHnne npocmotpa AN HOBOW rpynnbl
Write View YcTaHOBUTL pa3peLueHre BUAA 3aNUCU AN HOBOM rpynnbl
Notify View YcTaHOBUTE KOHKPETHbIX TUN AA HOBOW rpynnbl
Security Model YctaHoBute Bepcuto SNMP aas HOBOW rpynnibl
Security Level YcraHoBuUTE ypOBEHb 6€30MacHOCTH (TOAbKO MOAAEPXUBAET
SNMPv3) and HOBOM rpynnbi:
- Pa3pewuenne NoAuthNoPriv - HeT KOHPUAEHLUAABHOCTH AAA
nakera
- Pa3spewienue AuthNoPriv-Need - 6e3 cekpeTHOCTH AAf
nakeToB
- PaspeleHnue AuthPriv-Need Tpebyet KOHOUAEHLUUANBHOCTH
ANSl AKETOB
Delete YAaAUTDb CyLLLECTBYIOLLYHO rpynmny



1.4.2 SNMP Ta6Auua noab30BaTeAs
OyHkuua Hactpoiiku an SNMP User Table.

Administrator -> SNMP Settings -> SNMP User Table

User Name |
Group Name |-Selected-- v
Auth-Protocol MD5S
Priv-Protocol DES
. Apply |
User Name Group Name Auth-Protocol Priv-Protocol Action
MapameTpbl OnucaHue
User Name Ykaxute SNMPv3 umsa noab3oBatens, He bonee 20 cMMBOAOB
Group View YctaHoBUTE BUA rpynnbl AAl HOBOIO NOAb30BaTeAd
Auth-Protocol MD5 YctaHoBute napoab Auth-Protocol MD5
YctaHoBUTE KOA LIWDPOBAHUSA, UCMOAL3YA MPOTOKOA
Priv-Protocol DES wudppoanusa DES 56 bur

1.4.3 SNMP Community Table
OyHkuma HacTpoiku ana SNMP Community Table.

Administrator -> SNMP Settings -> SNMP Community Table

Community Name
Access Group |--Selected-- * |

Apply |

Community Name Group Name Action

public public | Delete |

Mapametpbl OnucaHue

Community Name Co3paHue SNMPv1/SNMPv2 ums coobuiectBa, He bonee
20 cumBOAOB
Access Group 3apaiiTe KOHKPETHYHO rpynny AOCTyna AASl NOAb30BaTeAs]



1.4.4 SNMP Host Table

OyHKuua HacTporku paa SNMP xocta TabAULb.

Administrator -> SNMP Settings -> SNMP Host Table

Host IP Address
Security Model | SNMPv1 v
Security Level [ NoAuthNoPriv *

Community String f

SNMPY3 User [EERTEE ¥

. Apply |

Host IP Address Security Model Security Level Community / User Action

MapameTpbl
Host IP Address

Security Model
Security Level

Community String/
SNMPv3 User

OnucaHue

YctaHosute IP-appec xocta, KOTOpbIM MOXET MPUHUMATb
SNMP Trap

YcraHoBuTe MoAeAb 6e3onacHocTi aaad SNMP

YcTraHoBUTE ypoBEHb 6@30MacHOCTH (TOAbKO MOAAEPXKUBAET
SNMPv3)

- PaspewuenneNoAuthNoPriv - HeT U oTCyTCTBUE
KOHOUAEHLMUANBHOCTU ANA MAKETOB

- Paspewwenue AuthNoPriv-Need - 6e3 CEKPETHOCTH AN
nakera

- PaspelweHnue AuthPriv-Need TpebyeTt koHOUAEHLUUAABHOCTH
ANA MAKeTa

BBoa - ctpoka coobuiectBa SNMPv3 - umsi noab3oBaTenst




1.4.5 Konourypauusa SNMP OyHkuus
Hactpoiiku ana SNMP.

Administrator -> SNMP Settings -> SNMP Configuration

NIVIF Configuratio

Disable *
Disable v

SNMP State

SNMP Trap

SNMP Link Change

Traps Disable v

Apply

SNMP Link Change Traps Port Setting

Port Selection
10

1 2 3 4 5 6 " 12 13 14 15 16 17 18

Apply

MapameTpbl OnucaHue
SNMP State BkatoueHue/BbikntoueHue GpyHkumu SNMP
SNMP Trap BratoueHue/Boikntouenne ¢pyHkumu SNMP Trap
SNMP Link Change BkatoueHHe/ BbIKAOUEHHWE CTaTyca KaHaAbHbIX U3MEHEHUN U
Traps otnpaBKa Trap K Ha3Ha4eHHOMYYAAAEHHOMY XOCTY

Port Selection

1.5 Hactpouku NTP

Bbibepute nopt, KOTOpbii BamM HE0HX0AUMO NPOBEPUTL HA
COCTOSIHUE AMHUM CBAI3U W OTNpaBUTb Trap

NTP (Network Time Protocol) cayx6bl «06ecneueHue ceteBoro NpOTOKOAQ BPEMEHUY.

OyHKuuA HacTpoiku ans NTP.

Administrator -> NTP Settings

System Time

State

Time Zone

Primary Server IP
Secondary Server [P

1970/01/01 Thursday, 08:30:03 UTC+0800
Disable
uTC + v /08 : 00

v

L Apply |




Mapametpbl OnucaHue

System Time OTobpaxeHne CUCTEMHOrO BpEMEHH

State BkatoueHue/BbikAOUEHUE GYHKLUUU NTP

Time Zone YKaXute uacoBou nosc

Primary Server IP Ykaxwure IP appec 0CHOBHOro cepBepa

Secondary Server IP Ykaxure I[P appec BTOpMuHOro cepeepa
1.6 Syslog HacTpouku

O6ecneueHne napameTPOB CUCTEMHOTO XYpPHaAa.
HacTtpoika ¢yHkumii paq Syslog.

Administrator -> Syslog Settings

Global Setting

Syslog state v | Apply |

_ Facility Setting

Name State Facility
dhecpd locall v

gvrp local2 v
stp_lacp_d locald »
multicast_table_d locald v
misc_app locals »

AR YRYR YRS

L Apply |
Remote Server Setting
i Server Info. Priority
P port Loacl0o Loaci1 Loacl2 Loacl3 Loacl4 Loacl5 Loacl6 Loacl?
1 | 192168299 | 514 7 v 7 v 7ov Y 7 7 v 7 v 7 v
2 | —— —| j-— 7 | —— S — — |e=m 7 |
3 v I — - e @ e W — ] -
4 LR BER =a g = — =L =g ] |—="¥|
___Apply |
Mapametpbl OnucaHue
Syslog state BKAIOUMTE CUCTEMHDIN XXypPHAA
Name MpoTokoA
State BkatoueHUe / BbIKAOUEHWE NPOTOKOAA
Facility Bbibepute «\oKaAbHbI HOMEp»
Server Info YctaHoBuTb IP appec cepBepa v Homep nopra
Priority Bbibepute AOKaAbHbIH NPUOPUTET



1.7 3arpy3ka 3aBOACKHUX HACTPOEK
06ecneuunt cbOpoc HACTPOEK A0 3aBOACKHX.
Hactpoiika GyHKUMU ANA 3arpy3KU 3aBOACKUX 3HAUEHUM.

Administrator -> Load Factory Default

Click"Load Default’ to recover switch default setting excluding the IP address, User name and Password.
| Load Default |

Mpumeuanue: npu cbpoce Ha 3aBOACKME HACTPOMKH IP appec, AOrMH M NapOoAb YCTaHABAMBALOTCA

N0 YMOAYQHMUIO.
Mapametpbl OnucaHue
Load Default YCcTaHOBUTbL CTAHAAPTHbIE 3HAYEHUA
1.8 Kondurypauus

JT1a cTpaHuua obecneuMBaet pe3epBHOE KONMPOBAHME U BOCCTAHOBAEHUE KOHOUIYPALUKU CETH,
NOAb30BaTEAb MOXET XPaHMTb CNeuuanbHbli pann KOHGUrypauum «current.tar.gz» ¢ NOMOLLbIO
pe3epBHOro KONMpOBaHMA, COAEPXKaHWE BKAKOUAET B cebs Tekyluyto Be6-KoHdurypauuio. Koraa
NOAb30BaTEAb XOUYET BOCCTAHOBUTDL NPEAbIAYLLYHO KOHOUIYPaLMIO, OH MOXET 3arpy3uTb ¢pann
KOHduUrypauuu «current.tar.gz».

1.8.1 Pe3epBHOE KONUpPOBaHHKE

Hactpoika pyHKLMWI AAS pe3ePBHOTO KOMUMPOBaHMUS.

Administrator -> Configuration -> Backup



Click "Apply" to download configuration file
| Apply |

(daiin KOHQUrypauuu «current.tar.gz» 6ypeT 3arpyxaTbcsl aBTOMaTHUECKU NOCAE HaXaTUA
«[IpUMEHUTb», U ByAET XPaHUTLCA B CNELIUAAM3UPOBAHHOM KaTanore.

1.8.2 BoccTaHOBAGHHE
OYHKUMA HACTPOMNKKU AN BOCCTAHOBAEHMUS.

Administrator -> Configuration -> Restore

Select File BERESE | SRR

Apply

(Note: IP setting is excluded)

Mpumeuanue: current.tar.gz pain KoHpurypauuu He byaet usmenaTtb IP appec.

Mapametpbl OnucaHue

Select file Buibepute ¢aiin «current.tar.gz» A BOCCTAHOBAEHUSA
KOHOUrypauuu

1.9 06HOBAEHHE NPOLUMBKH
JT1a CTpaHuULLA NPpeAyCMaTPUBAET, UTO NOAb30BaTEAb MOXET 0OHOBUTbL BEPCUIO MPOLLMBKH.

Haxmute kHonky «Bbibpatb dakin», Bbibepute MecTo xpaHeHus ¢aiina, a 3aTemM HaXXMUTE KHOMKY
«[lpumeHUTb», 4T06bI 0OHOBMTL NPOLLUBKY, U XXAUTE 3aBEPLIEHUS 0OHOBAEHMUS.



Administrator -> Firmware Update

Current Firmware Version :

Firmware Date :
Enter the path and name of the upgrade file then click the "Apply" button below.
| MERETir | RSB

| Apply |

Mapametpbl OnucaHue

Select file Bbibepute BepcUto NPOLIMBKU AN 0OHOBAEHUSA

2 Port Management

2.1 ABTOMaTHuYECKaA nepesarpy3Ka nopra

MNo3BoAsieT aBTOMATUUECKU Nepe3arpy3uTb NOPT eCAU TEPAIOTCA NakKeTbl. AN aKTUBALIUK
GYHKLMM HEOOXOAMMO:

1. Bbibpatb nopt

2. B nyHkTe «State» BbiOpath «Enable»

3. lponuceiBaem IP appec yctpoiictea B nyHKTe «IP of device to check»

4. Haxxmute KHonky «Apply» U cOXpaHUTE HAaCTPOWKK C MOMOLLbIO HaXaTUA KHOMKKU «Save
Running».

PoE Configuration-> PoE Auto Check

PoE AUloThec
Global Settings |
Check every Seconds (10-600) Wake up after[ 10| Seconds (1-255)
Port Settings |
Port State IP of device to check
| Anply
Port State IM of deviee to cheeck ~
01 Disabied
02 Disabled
03 Disabled
04 Disabied
05 Disabled
08 Disabled
07 Nisahierd
08 Disabled - e




2.2 KoHdurypauusa nopta

KoHdurypauusa nopta no3BoAsieT HacTpauBaTtb GyHKLMOHAA KaXAOro nopra.
Ana aktuBauumn ¢pyHkuuu CCTV HeobxoaMMO:
1. B nyHkTe «State» Bbibpatb «Enable»
2. B nyHkte «Speed/Duplex» Bbibpatb «10M Full»
3. Aanee BblbepuTe KaHaAbl, HA KOTOPbIX HE06X0AUMO BKAOUUTL GyHKUU0 CCTV

4. Haxxmute KHonky «Apply» U cCOXpaHUTE HAaCTPOWKMK C MOMOLLbIO HaXaTUA KHOMKKU «Save
Running Configuration».

Basic Configuration -> Port Configuration

Port Selection
1 2 3 4 5 6 T 8 9 10 1 12 13 14 15 16 17 18
State Speed/Duplex  Auto Negotiation Flow Control ~ Address Leaming Name
...... v il — vl — v v Apply
Settings Status =
Port Name
State | Speed/Duplex | Auto Nego. |Flow Control| Learning | Speed/Duplex| Flow Control
01 Enabled 100M Full Enabled Enabled Enabled . port1
02 | Enabled 100M Full Enabled Enabled Enabled - - port2
03 Enabled 100M Full Enabled Enabled Enabled - — port3
04 | Enabled 100M Full Enabled Enabled Enabled portd
05 Enabled 100M Full Enabled Enabled Enabled - - ports
06 | Enabled 100M Full Enabled Enabled Enabled - - port6
o7 Enabled 100M Full Enabled Enabled Enabled - - port7
08 | Enabled | 100M Full Enabled | Enabled | Enabled portg ¥
Refresh -
Mapametpbl OnucaHue
Port Selection Bbibepute npepBaputeAbHO KOHOUrypauuu POR
Settings TeKyLwun cocTosHUE KOHOUrypauuu
Status Tekylee cOCTOAHUE CBA3U
State Beepx/BHU3
Speed/Duplex Bbibepute ckopocTb U AYNAEKCHbIW peXum nopta
Auto Negotiation BkatoueHune/BbiKAOYEHUE «ABTOMATUYECKOE COrAacoBaHue»
Flow Control BkAoueHUe/ BbIKAKOUEHME KOHTPOAA MOTOKA
Address Learning Bkatouute appec 06yueHuMs/ BbIKAIOUEHHUSA
Name NepecmotpeTb onucaHue nopta
Refresh 06HoBMTbL CTATYC NOpTa



2.3 3epKaAMpoBaHue

3epkanupoBaHue - YCTPOWHCTBO OYAET KONUPOBATb NAKETbl, KOHTPOAUPOBATb CETb ANSl IPOBEPKU

U APYTrO1 QYHKLMOHAA.

Basic Configuration -> Port Mirror Function

Source Port Selection
1 2 3 4 5 6 i 8 9 10 1 12 13 14 15 16 17 18
Destination Port Selection
1 2 3 4 5 6 T 8 9 10 1 12 13 14 15 16 17 18
State Method
Disable v Both ¥ Apply
Mapametpbl OnucaHue
Source Port Selection Bbibepute nopT AA MOHUTOPHHTA
Destination Port Bbibepute nopT Ha3HaYeHMA, KOTOPbIA OyaeT nepepaBath
Selection UHGOPMALIUIO UCTOYHUKA NOPTOB
State BratoueHue/ BbiKAOYEHUE QYHKLIMU 3ePKAaAMPOBaHUA
Method Ha3HauuTb AYNAEKC MAU OAUH METOA MOHUTOPUHTA

2.4 Oynkuua Broadcast Storm Protection

Oynkuusa Broadcast Storm Protection - ata ¢yHKuusA o6ecneunBaet koHTpoAb Broadcast Storm
AAS broadcast naketoB, multicast naketroB, ARP-naketoB u ICMP-nakeToB KaXaoro nopra.
KoAnuecTBO NakeToB OrpaHUYeHo A0 255 eAMHUL, (MaKCUMYM) B TeYEHUE NEPUOAA YNPABAEHHUS.

Hactpoika ¢pyHkuui pna Broadcast Storm.

Basic Configuration -> Broadcast Storm Protection



Storm Control Settings
Type Threshold (0-255) Period for (Giga/100/10)
Broadcast / Multicast / DLF 0 200us / 2ms / 20ms v
ARP 0 200us / 2ms / 20ms v
ICMP 0 200us / 2ms / 20ms v
Apply |
Storm Control State
Port Selection
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18
Broadcast Multicast DLF ARP ICMP
_____ . o ~ —— e T
Port NO Broadcast Multicast DLF ARP ICMP =
1
2
3
Mapametpbl OnucaHue
Type Broadcast: Broadcast nakersbl
Multicast: Multicast nakertbl
DLF: B tabauue MAC otcytcTBYeT NyHKT HazHaueHusa MAC
ARP: ARP nakertbl
ICMP: ICMP naketbl
Threshold YCTaHOBUTb peXMM NaKeTHOU nepepaun 1 MaKCUMMaAbHOE
KOAWYECTBO NpUeMa ANS NOPTa BTeUEeHUe Nnepuoaa npuema
Period for (Giga/100/10) YctaHoBUTE nepuoa npuema
Port Selection Bbibepute nopT A HACTPOMKU
Broadcast BkaoueHue/BbiKAKOUEHUWE YpaBAeHUA nakeToB Broadcast
Multicast BkaoueHue/BbiKAKOUEHHWE ynpaBaeHUA naketos Multicast
DLF BkaoueHue/ BbIKAKOUEHUWE YNIpaBAEHUA HEU3BECTHOIO
Ha3HayeHus MAC-naketoB
ARP BkatoueHue/BbiKAOUEHUE ynpaBAeHUA nakeToB ARP
ICMP BkatoueHue/BolKAtOUEHUE ynpaBAaeHus nakeTos ICMP




2.5 YnpaBAeHUe NOAOCOHW NPONyCKaHUA

JTa cTpaHu1LLa COAEPXKHUT AAHHbIE, ynpasadowie AN nepepavyu U npyema, HayaAbHoe 3Ha4yeHue
napameTpa - 3T0 MaKCUMaAbHOE 3Ha4YE€HUE CKOPOCTU Nepepayu.

Hactpoika ¢pyHkumnin pna Bandwidth Control.

Basic Configuration -> Bandwidth Control

Port Selection
1 2 3 4 5 6 7 8 9 10 " 12 13 14 15 16 17 18
Ingress Rate (kbps) Egress Rate (kbps)
(1~1000000) (1~1000000) | Apply
Port Ingress Rate (kbps) Egress Rate (kbps) -
01 unlimited unlimited
02 unlimited unlimited
03 unlimited unlimited
04 unlimited unlimited
05 unlimited unlimited
06 unlimited unlimited
o7 unhimited unlimited
08 unlimited unlimited
09 unlimited unlimited
10 unlimited unlimited " =
Mapametpbl OnucaHue
Port Selection BbibepuTe NopT AAA HACTPOWKH
Ingress Rate YcTaHoBUTE BXOAALLEE OrpaHUYeHue
Egress Rate YctaHOBUTE UCXOAALLEE OTpaHUUYeHUe

Refresh 06HOBAEHME NPONYCKHOW CMOCOOHOCTH




3 Kondurypauusa VLAN

3.1 Pexxum VLAN

VLAN (Virtual Local Area Network) - rpynna y3a0B ceTu, TpadpuK KOTOPOW, B TOM YUCAE U
LUIMPOKOBELLLATEAbHbIW, HA KAHAAbHOM YPOBHE MOAHOCTbIO U30AMPOBAH OT TpaduKa APYrux y3noB
ceTu. B coBpemMeHHbIx ceTX VLAN - ranaBHbIA MeXaHW3M AASl CO3AAHUA AOTMYECKOMW TOMOAOTMU
CETH, He 3aBUCALLEN OT ee PU3UYECKON TOMOAOTUM.

Texnonorust VLAN onpepeneHa B pookymente IEEE 802.1q - oTKpbITbIA CTaHAQPT, KOTOPbIN
onucbiBaeT NpoueAypy TerMpoBaHUA AAA NepeAaun HHPopmaumu o npuHapneXxHoctu K VLAN.
802.1q nomeluaet BHYTpb ethernet ¢pperima Ter, KOTOpbIK NepepAaeT UHGOPMaLUIO O
NPUHaAANEXXHOCTH Tpaduka K VLAN.

OyHKUMA HAacTPOKK AnA pexuma VLAN.

VLAN Configuration -> VLAN Mode

VLAN Mode

Tag VLAN '* Group VLAN

Tag Method

* byTag ' byPort

Egress Frame

Multicast Unicast = ARP

Apply |

MapameTpbl
VLAN Mode

Tag Method

Bbixopa Pamka

OnucaHue

Teg Vlan: Ykaxute VID aas 3anucu VLAN Ha Kaxabli nopt

¢ nomolubto Tag

Group Vlan: Ykaxwute VID ans 3anucu rpynnel Vlan Ha nopT Ha
OCHOBe rpynnbl

Tag VLAN Mode By Tag: HactpouTte ucxoadLue nakeTbl Ha
nopty: Ao6aBuTb/yaanuTb Tag, B COOTBETCTBUM CO 3HAYEHUEM
nopta B ocHoBe Tag

By Port: Hactpoiite ucxoasLLMe nakeTbl Ha NopTy: A0baBUTb/
yAaAuTb Tag, B COOTBETCTBUM 3HAUEHUA TITMPOBAHHOIO NopTa
Bbibepute Tunbl naketoB (Multicast, Unicast u ARP) ans
nepeaauu uepes Vian



3.2 VLAN Group Ha oCHOBe KOHQHUrypauuu BXoAA

Hacrtpoika ¢pyHkunu prsa VLAN Group Ha ocHOBe KOHOUrypauuu BXoAa.

VLAN Configuration -> VLAN Group-based Entry Configuration

Add | Modify
Group Table
| Group Name Group Member Action
I
Mapametpbl OnucaHue
Group Name Beeaute umsa VLAN Group
Group Member Port Bbibepute nopt ara VLAN Group
Add Ao6aeutb rpynny VLAN
Edit NU3meHuTb BbibpaHHyto rpynny VLAN
Modify U3meHeHue copepxumoro Ans BolibpaHHou rpynnbl VLAN
Delete YnaneHnue solbpaHHou rpynnbl VLAN

3.3 VLAN Ha ocHOBe TeroB KOHOUrypauuu BXoaa

Hactpouka ¢pyHkuumu pas VLAN Ha ocHoBe TeroB BBOAA KOHOUTYpPaLUK.

VLAN Configuration -> VLAN Tag-based Entry Configuration

State

Don't care

Add Tag

Remove Tag

Forbidden

Priority

Action

default

static

1-18

Edit

Delete

protocol_vian1

static

1-18

Edit

Delete

protocol_vian2

static

1-18

Edit

Delete

protocol_vian3

static

1-18

o o o o

(=] [=] o o

o o o o

o o o o [=]

Edit |

Delete

protocol_viand

1-18

Edit.

Delete |




MapameTpbl

OnucaHue

Add Aob6aBaeHue Tera VLAN BBoA MMeHU U VID 3HaueHue
Edit PepaktupoBaHue BblbpaHHoro tera VLAN
Delete YnaneHue BbibpaHHoro tera VLAN
Tag VLAN Editing Page
VLAN Name: protocol_vian4 VID: 4084 Priority: O v GVRP forward: Disable v
VLAN Member
Don't care . . 0 . . . . . . . . . . . .
Add
Not member
Apply
Mapametpbl OnucaHue
VLAN Name Wms tera VLAN
VID 3HauveHue VID tera VLAN
Priority YcraHoBKa npuoputerta A Teros VLAN
GVRP forward YcraHosute meTky VLAN, ecan nepepaet no GVRP, korpa
¢yHKuUA GVRP BKAOUEHa
VLAN Member YctaHoBute anemeHt Tera VLAN
Don't care NMpunapnexxut VLAN
Add Aobaeutb Vlan Ha nopt
Remove Ypanutb Vlian Ha nopty
Forbidden Yepe3s VLAN 3anpewieHa nepepaua uepe3 GVRP
Not member He npunapnexut VLAN




3.4 Konourypauus VLAN noprta

OyHKUMUA HAacTPOKKK AN KOHOUrypauumn VLAN Port.

VLAN Configuration -> VLAN Port Configuration

Port Selection
1 2 3 - 5 6 7 8 g 10 1 12 13 14 15 16 17 18
PIVD Tag Force Uplink Exclusive Egress Ingress-check  GVRP Ingress-frame
 Aeply
Port|PIVD| Tagging Fﬁ:ﬁ"" Uplink Exclusive Egress Ingress Check GVRP Ingress Frame |
1 1 none v all
2 1 none v all
3 1 none v all
4 1 none v all
5 1 none v all
6 1 none v all
F 1 none v all
8 1 none v all i
Mapametpbl OnucaHue
Port Selection BbibepuTe NopT AAA HACTPOWKH
PVID Ycranosute 3HayeHue VID nopra
Tagging AobaButb/ypanutb VLAN Tag ana naketa
Force VLAN Group YcraHoBka npuopurteta pana VLAN Group
Uplink YcraHoBuTe NOPT nepeHanpaBAeHUA
Exclusive YcTaHOBUTb NOPThI, OHU BYAYT U30AMPOBAHbI APYT OT Apyra
Egress YcTaHOBKa BbIXOAHOIO NOpPTa, KOrAa Naket Ha3HaueHue nopra
He B ceti VLAN, oHOyAeT nepeHanpaBAeH aBTOMATUUECKH
Ingress Check Bkatouute BXOAHYIO GYHKLIMIO NPOBEPKK, UTOOLI NPOBEPUTL NOPT
GVRP BratoueHune/ BbikAoYeHUE GpyHKLUUKM Port GVRP

Ingress Frame

YctaHoBuTe Ingress Frame AASt BbINOAHEHUA AEUCTBUA Nepepaun

3.5 Konourypauus nporokoaa VLAN

Hactpoika ¢pyHKUMI AN HACTPOKKU NPOTOKOAA VLAN.

VLAN Configuration -> Protocol VLAN Configuration



“ Protocol VLAN enable
Enable No. VvID Protocol type Protocol Select
1 4081 0x0 Ether_type v
¥ 4082 0x0 Ether_type
3 4083 0xo Ether_type v
4 4084 0x0 Ether_type v
_ Apply |
Mapametpbl OnucaHue
Protocol VLAN enable Bkaouenue VLAN

Enable check box
VID

Protocol type
Protocol Select

Bbibepute OTKpLITYIO rpynny

YcraHoBAeHHOe 3HaueHue VID

YcTaHoBUTE 3HaYUEHUe TUNa NPOTOKOAA

Ether Type: llpu ycTaHOBKe 3TOro napameTpa, 3HaueHue
AONKHO 6bITb 60AbLIE 00600, popmat DA+SA+Protocol
type

LLC: dopmart DA + SA + Length + Protocol type

RFC 1042: ¢opmart DA + SA + Length + AAAAO3 + 000000 +
Protocol type

3.6 Kondurypauus nopta QinQ

OYHKUMUA HACTPOKKK AN KOHOUrypauum QinQ Port.

VLAN Configuration -> QinQ Port Configuration

Port Selection

6 i 8 9 10 " 12 13 14 15 16 17 18

Index

Tagging Rx detect Keep PCP/DEI

| Apply

Port

index Tagging Rx detect Keep PCP/DEI

1 none

none

none

none

none

none

none

oo ~ =] o £ w 8] -

= - - ok - =k .

none bt




Napamertpbl OnucaHue

Port Selection Bbibepute nopta AA HACTPOWKK

Index BbibepuTe ucnoAb3yemblit MHAEKC, 3HaYeHUe Tera CAYXObl
WHAEKCa MOXeT ObiTbycTaHOBAEH Ha BeO-caiite QinQ Index
Config

Tagging AobaBbTe METKY AN NOpTa, €CAV TOPTUMEET METKY
06cAyXUBaAHUSA

Rx detect BkatoueHue/BbiKAOUEHHME Ha NOPTY Ingress pacs A NPOBEpPKU
METKU 00CAY)XMBaHUSA

PCP/DEI YcraHosute 3HaueHue PCP/DEI

3.7 Kondurypauusa QinQ Unaekc

OyHKUUA HAaCTPOKKK AN KOHOUTypauum QinQ Index.

VLAN Configuration -> QinQ Index Configuration

Type:88A3
Index
1 2 3 4 5 6 7 g g9 10 11 12 13 14 15 16
1 2 3 4 5 ] 7 8 ] 10 11 12 M3 14 15 16
17 18 19 20 21 22 23 24 25 26 27 28 29 30 ki 32
17 18 13 20 21 22 23 24 25 26 27 28 29 30 31 32

. Apply |

Mapametpbl OnucaHue
Type YcTraHOBHTE 3HAYEHUE TUNA B KaTEropuu 00CAY)XUBaHMA
Index YcraHoBUTE COOTBETCTBYHOLLEE 3HAUEHME Tera cepBuca AN

KaXXAOro HHAEKCa

4 QoS (kauecTBo 06cAyXHBaHUA) KoHOHUrypauua

QoS siBrsetca peanusaumei 802.1p IEEE, kotopbiii MOXeT 06ecneuntb pYHKLUIO AAA OOAbLLIEH
NPONYCKHOM cNOCOOHOCTU. Bbl MOXETe HACTPOUTb MPONYCKHYH CMNOCOOHOCTb U OrPAHUUUTDL
MaAOBa)XHbIW NOTOK AAHHbIX, YTOObI COXPAHUTb OOABLLYIO NPONYCKHYI0 CNOCOOHOCTD.



4.1 QoS lNpynna

Hactpoika ¢pyHkuuin pasa QoS rpynnbi.

QoS Configuration -> QoS Group Member

L0 oup vViembpe
Port 1 2 3 4 5 6 T 8 9 10 1" 12 13 14 15 16 17 18
Group A ) . . ) . ) ) ) ) . . . ) . . ) ) )
Group B 2 5 S
| Apply |
Group Member Port
A 1-18
B 0
Mapametpbl OnucaHue
Group A Bbibepute nopTbl AAS rpynnbl A
Group B Bbibepute nopThbl AAA Fpynnbl B

4.2 QoS Mode Set

OyHKUMUA HAaCTPOKKK AAS pexuma QoS.

QoS Configuration -> QoS Mode Set

. 2 Unit
Group Queue Mode Queue Meihodta"(;'_';:;m ERIN I(l:;sﬂ';nd e (BW throttle period /
TWRR tickle unit)
Q00 Qoo
atlp | Q10
Q2o Q2:0
A | FirstIn-First-Out v ||[WRR v | gjg— gi'g— 64Kbps f51.2ms v |
aso | Q50
Q60 | Q&0
Qrp | Q7
Qo | Qo:n
atlg | Q1o
szi_u: Q2:0
T YA AT az y = 03:‘0 03:'0 2Ty 'l_' T'_,":"_'.I' "'_";"
B | FirstIn-First-Out v (|| WRR v 04:0— Q4:§U— B4Kbps /51 2ms
Q50 | Q5.0
Q60 | Q6o |
Qris | Q71 |
__Apply |




MapameTpbl OnucaHue

Queue Mode BbibepuTte npeABapUTEALHO C MOMOLLLIO NPecc-GOpPMbl
ouepeAb AN KaXXAOW rpynnbl, €CTb 5 peXMmoB:
1. First-In-First-Out
2. SPx1 + WRR/WFQ/BW/TWRRx7
3. SPX2 + WRR/WFQ/BW/TWRRx6
4. SPx4 + WRR/WFQ/BW/TWRRx45. Spx8

Queue Method YctaHoBuTE, NPEeABAaPUTEALHO UCMOAL3YA METOA pacnucaHus
U3 0Yepeam:
1. YcraHoButb WRR COOTHOLIEHUA NPUOPUTETOB ANl KAXKAOM
oyepeAM, UCMOAb30BAHWE KOAMUECTBA NAKETOB B KayecTBe
€AUHULDI
2. YcraHoBuTb WFQ oTHOLIEHUE NpUOpUTETA AAA KAXKAOW
ouepeaM, ucnoab3oBaHue 4096 6aNT Kak e AUHULY
3. YnpaBaenue Bwassure Dynamic Bandwidth, nonoca
NPONyCKaHUA AASl KQXKAOW OYepeAn U ee MaKCUMaAbHOE
3HaueHue HactpauBaetcs Queue Ratio x BW. Korpa
NponyckHas cnocobHOCTb OuepeAr AOCTUIAQ 3aAAHHOTO
3HAu€HUsA, TO OCTaAbHAsA YacTb NMOAOCHI TPONYCKaHUA byaet
yAyyLIeHa A0 MAaKCUMAAbLHOTO 3HaYEHUA
4. Ynpasnenue Bwlimit Static Bandwidth. YcraHoBute
BEPXHIOK YacTb NPONYCKHOM CNOCOOHOCTU AAA KaXKAOH
ouepeaM U HacTpauBaercs Queue Ratio x BW
5.TWRR YcraHoBUTE nepuoA nepepauu AN KaXKAOW OYEPEAU U
Hactpo#Te Queue Ratio x TWRR

Queue Ratio YcTaHoBHUTE COOTHOLLEHME NPUOPUTETA ANFl KAXKAOIO pexuma
Queue Max Bandwidth YcTaHOBUTE MAaKCMMaAbHYI0 NPONYCKHYH0 CNOCOOHOCTb AAS
Bwassure
Unit (BW throttle period/  YctaHoBKa npuoputeta 6A0Ka AAS KAXAOTO peXuma
TWRR tickle unit)
4.3 QoS Out Queue Aging

Hacrtpoika ¢pyHkuuin paa QoS Out Queue Aging.

QoS Configuration -> QoS Out Queue Aging



Aging Time
Out Queue Aging Time :(1~2)70 *100ms. (the value range is 0-255)
Fast Aging Time Enable (unit: 1.638ms) ‘_AEIJ_IY_,
QoS Out Queue Aging
Port Selection
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18
Qo Q1 Q2 Q3 Q4 Q5 Q6 Q7
vl — 0 —— B B B B ¥ pr—
Port NO Qo Q1 Q2 Q3 Q4 Qs Qe Q7 =
01
02
03
04
05
MapameTpbl OnucaHue
Out Queue Aging Time YcTaHOBUTE BPeMA BbIAEPXKKU Ouepeau
Fast Aging Time Enable YcTtaHOBHUTE CMEHHYH 6a3y BpeMmeHH, nepexoa ot 100ms po
1.638ms
Port Select Bbibepute nopt
Q0~Q7 BbibepuTe AN BbICTABAEHHUSI OUEPEAH

4.4 QoS Remap

Hacrtpoika ¢pyHkuuin ans QoS Remap.

QoS Configuration -> QoS Remap

Port Selection
1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18

Mode Qo Q1 Q2 Q3 Q4 Q5 Q6 Q7
Tx&Rx * o S P e P ~ vl— v - v | Apply
Tx Remap Rx Remap —
Port NO
Qo Q1 Q2 Q3 Q4 Qs Qs Q7 Qo Q1 Q2 Q3 Q4 Qs Qe Q7
01 0 1 2 3 4 ) 6 7 0 1 2 3 4 5 6 i
02 0 1 2 3 4 8 6 T 0 1 2 3 4 5 6 T
03 ] 1 2 3 4 5 6 f d 0 1 2 3 4 5 6 7
04 0 1 i 3 4 5 6 T 0 1 2 3 4 6 6 7
05 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 T
06 0 q 2 3 4 B 6 7 0 1 2 3 4 5 6 7
o7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7
08 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 I




Napametpbl OnucaHue

Port Selection Bbibepute nopt
Mode Bbibepute pexxum: Tx, Rx uau Tx & Rx
Q0 ~ Q7 Bbibepute Homep ouepeAaun, KOTopbli OyaeT NOBTOPHO

nepenAaHUPOBATLCA AN KAXKAOK OUepesu

4.5 Kaacc 06¢cAy)xuBaHus

Hactpoiika GyHKUMI AAA KhacCa 00CAYKMBAHMUS.

QoS Configuration -> Class of Service

Port Selection
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18
ACL IGMP IP Addr MAC Addr VvID TCP/UDP port DSCP 802.1p Physical port
Apply

PotNO | ACL | IGMP | IPAddr (MACAddr| v | TSPUOP | psce | so24p Physical port

01 Queued

02 Queued

03 Queued

04 Queued

05 Queued

06 Queued

o7 Queued

08 Queue0 ~

Khacc 06cAyxuBaHus. YpOBEHb NPUOPUTETHOCTH:

ACL>IGMP> IP Addr> MAC Addr> VID>TCP / UDP Port> DSCP> 802.1p> Physical Port

Parameter
Mapametpbl OnucaHue
Port Selection Bbibepute nopt
ACL BratoueHue/BbikAoueHue npuoputera ACL
IGMP BkatoueHue/BbikAOUEHUE npuoputeta IGMP
IP Addr BratoueHue/BoikaoueHue IP ADRR (Port-MAC-IP ) npuopurer
MAC Addr BratoueHue/BoikatoueHne MAC Addr (LUT Priority) npuoputer
VID BkatoueHue/BbikaoueHue VLAN
TCP/UDP Port BkatoueHune/BolkAtOueHUe npuoputeta nopta TCP / UDP
DSCP BkatoueHue/Boikntouenue npuoputeta IPv4 TOS / DSCP IPv6
802.1p BkatoueHue/BbikAOUeHUe npuoputeta 802.1p
Physical Port Bbibepute npuoputer Ara Kaxaoro noprta, Q0 ~ 7



4.6 802.1p Base

Hacrtpoika ¢pyHkuuin pnsa 802.1p Base.

QoS Configuration -> 802.1q Base
L

Earlier Edition
* 2005 Edition Exchange the priority of 3'0000 and 3'b001 for 2005 Edition
Priority Field Qo [} Q2 Q3 Q4 Q5 QB Q7
Earlier Edition 2 0 1 3 4 5 6 7
2005 Edition 1 0 2 7 4 5 6 7
_Apply
MapameTpbl Onucanue

Earlier Edition Bbibop npeabiayLiei Bepcuu

2005 Edition Bbibepute Bepcuto 2005

Exchange the priority MNomensnte npuoputet

4.7 DSCP Base

Hacrtpoika ¢pyHkuuin ana DSCP Base.

QoS Configuration -> DSCP Base
= —

Priority For DSCP Not Match |
* Regard as low priority (priority 0)
Ignore IP priority (priority will according to tagiport) . Apply |
IP ToS/DSCP CoS Base Priority |
DSCP List Value(0-63) Priority
DSCP1 v | , , Qo v . Apply |
List Value Priority
DSCP1 0 Queue?
DSCP2 0 Queue?
DSCP3 0 Queue?
DSCP4 0 Queue?
DSCPS 0 Queue?
DSCPB 0 Queue?
DSCPT 0 Queue?
DSCP8 0 Queue?




MapameTpbl OnucaHue

Priority for DSCP Not Match Bbibepute Tekywee 3HaueHue DSCP

DSCP List Boibepute DSCP rpynny npeaABapUTeAbHOW HACTPOWKK

Value YcraHosute 3HaueHne DSCP

Priority YcTaHoBUTE COOTBETCTBYHOLLYIO 0YepeAb AAA rpynnbl DSCP
4.8 nopt TCP/UDP Base

OyHKkuua Hactpoiiku ana TCP/UDP Port Base.

QoS Configuration -> TCP/UDP Port Base
.

TCP/UDP Port Base Priority

NOTE:
(1)Q0~Q7 options are effective for the selected physical port only.
(2)"Drop” option is the global setting for all physical ports.
3)"BOOTP/DHCP" is not effective when DHCP relay agent enabled.

Protocol Priority Protocol Priority Protocol Priority Protocol Priority

FTP QD v S8H Qo0 v TELNET Qo v SMTP Qo v

DNS Q0 -~ BOOTP/DHCP QD - TFIP Q0 - HTTP_0,1 Q0 -

POP3 Qo - NEWS Qo - SNTP Qo - NETBIOS_0,1,2 Q0 -+

IMAP_0,1 Qo v SNMP_0,1 Qo v HTTPS Qo0 v User defined A Qo v
User defined B Qp v User defined C QD v User defined D QoD -

User Define TCP/UDP Port Number

These user-defined TCP/UDP port areotzg:same as that used in TCPIUDP filter.
User defined A User defined B User defined C User defined D
e
Apply
Mapametpbl OnucaHue
Protocol Pa3anyHbie TCP/UDP npoTOKOABI
Priority Bbibepute ouepeab, COOTBETCTBYOLWMUI Kaxxaomy TCP/UDP
NPOTOKOAY
User defined A Onpeaensemblie noAb3oBatenem TCP/Homep nopta UDP
User defined B Onpepensemble noab3oatenem TCP/Homep nopta UDP
User defined C Onpeaensiemble noabzosatenem TCP/UDP Port Range
User defined D Onpeaensemble noab3oBatenem TCP/UDP Port Range



5 Konpurypauusa ACL

O6ecneunBaer 128 HabopoB NpaBuWA, KOTOPbIE MOTYT ObITb YCTaHOBAEHBI CBO60AHO. M0
CAOXHOCTH NPABMUA - OAHO NPABUAO MOXET 3aHUMaTb HoAee OAHOM 3aNUCH.

5.1 ACL Profile List

Hactpoika ¢pyHkuuin pna cnucka npodunen ACL.

ACL Configuration -> ACL Profile List

Used Entries : 0/ 128

Profile Name

Type MAC v

| Add |
Profile Name Type Action
Mapametpbl MpeceTbl OnucaHue
Used Entries 0/128 Otobpaxxaer KOAMUECTBO 3aNUCEN, 3aHATLIX YCTAHOBAEHHbIMM
npaBuramu. BepxHuit npepen paseH 128

Profile Name Umsa npaBuna
Type O6ecneunBaet TN HacTpoiku noab3oBatensi: MAC, IP,

IP_Ext, IPv6, Advanced

BbinoAHuTE AEHCTBUA, ONUCAHHbIE HWXE, YTOObI NepeiTH Ha CTPaHULY HACTPOWKKM NPaBHA:
Lar 1: Beeaute umsa npoduns, Bbibepute TUN U HAXKMUTE KHONKY «A06aBUTDLY.
LWar 2: Haxmute KHOnKy «M3MeHUTb», YTOObI UKBMEHUTL NPABUAA.

Used Entries : 0/ 128
Profile Name
Type MAC v
Add
Profile Name Type Action
testMAC mac | Edit | Delete |
testlP ip Edit | Delete |
testiPE ip_ext ﬂ \Daﬂ,
testiPG Ipve Edit | Delete |
testAdy advanced Edit | Delete |




ACL Konowurypauusa npopunsa - MAC

Name testMAC
Source MAC Address (22:55:66:AABB:cc)
Source MAC Mask FF:FF:FF:FF:FF:FF v
Destination MAC Address ~ (22:55:8B:AABBICC)
Destination MAC Mask FF:FF:FF:FFFFFF v
VID |(1 ~4094)
CoS | ~(0~7,¥ID should enabled)
Ethernet Type Dx (D000 ~ FFFF, hexadecimal value)
Ingress Port Potl v |
Action Drop_~
__Apply |

ACL KoHdurypauusa npoduas - IP

Name testlP
Source IP Address B (192.168.0.1)
Source IP Mask | 255.255.255.255 v |
(0 ~ B65535) High: (0
Source Port Range - §5535)
e (0 ~ 65535) High: | (D)
Destination Port Range ~ §5535)
Ingress Port Portl v |
Action Drop *

. Apply |

ACL KoHndwurypauua npoduas - pacmpenue IP

Name testiPE
Source IP Address B  {192.168.0.1)
Source IP Mask 255.255.256.255 v |
Destination IP Address {192.168.0.1)
Destination IP Mask 255.256.256.255 v |
(0 ~B5535)
Source Port Low! | {0 ~ 65535) High:
I (0 ~ 65535)
| (0 ~B5535)
Destination Port o] (0 ~ 65535) High:
i | (0 ~ 65535)
vID {1 ~4094)
CoS (0 ~ 7, VID should enabled)
TCP Flag UURG UACK U PSH LRST LISYN LIFIN
DSCP | | (0 ~63)
IP Protocol 0% (00 ~FF)
Ingress Port Portl v |
Action| Drop  *

| apply |




ACL KoHndwurypauua npoduas - Ipve

Name

testiP6

Source IPv6 Address

i | (AAMA, :DDDD)

Source IPv6 Mask

"FFFF.FFFF FFFFFFFFFFFFFFFF-FFFFFFFF v

Destination IPv6 Address

: (AAAA,,DDDD)

Destination IPv6 Mask

FFFFFFFF-FFFF.FFFF:FFFF-FFFF-FFFFFFFF v

Ingress Port

Action Drop v |

Apply

ACL KoHndwurypauua npopuas - Advanced

Name testAdy
Source MAC Address | |(22:55:66:AABB.cC)
Source MAC Mask FF:FF:FF:FFFF:FF v |
Destination MAC Address [ | (22:55:66:AABB:cc)
Destination MAC Mask FFFF-FFFFFFFF v |
Source IP Address (192.168.0.1)
Source IP Mask | 255.255.255.255 *
Destination IP Address 1(192.168.0.1)
Destination IP Mask | 255.255.255.255 ¥
(0 ~ 65535)
SRR} Low: (0 ~ 85535) High:
(0 ~65535)
(0 ~ 65535)
Destination Port Lo | (0 ~ 65535) High:
| (0 ~65535)
vID (1 ~4094)
CoS (0 ~ 7, VID should enabled)
Ethernet Type (0000 ~ FFFF, hexadecimal value)
TCP Flag URG . ACK L/PSH L' RST L/SYN "' FIN
DSCP . (0 ~63)
IP Protocol 0x {00 ~FF)
Ingress Port Portl ¥
Action Drop ~

Appl




MapameTpbl

OnucaHue

Source MAC Address Beeaute MAC-aapec UCTOYHUKA

Source MAC Mask Bbibepute MAC-macKy UCTOUHUKA, U BbibepuTe
FF:FF:FF:FF:FF:FF, FF:FF:FF:00:00:00 u FF:FF:00:00:00:00

Destination MAC Address Beeaute MAC-appec Ha3HaueHUs

Destination MAC Mask Bbibepute MAC-macky HasHaueHus U Bbibepute

Source IP Address
Source IP Mask

Destination IP Adress
Destination IP Mask

Source Port

Destination Port

FF:FF:FF:FF:FF:FF, FF:FF:FF:00:00:00 u FF:FF:00:00:00:00
Beeaute IP-appec UCTOYHUKA

Bbibepute IP-macky ucTouHuKa, U Bbibepute
255.255.255.255.255.255.255.240,
255.255.255.0.255.255.240.0, 255.255.0.0, 255.0.0.0 u
240.0.0.0

Beeaute IP-appec Ha3HaueHus

Bbibepute IP-macka HasHaueHus, U Bbibepute
255.255.255.255.255.255.255.240,
255.255.255.0.255.255.240.0, 255.255.0.0, 255.0.0.0 u
240.0.0.0

BBeauTe UCXOAHBIN NOPT AN BBOAQ@ OAHOMN LUPPBI UAK
yCTaHOBUTE AUaNa3oH

BeeauTte nopT Ha3HaueHUA AN BBOAQ OAHOMU LUPPBI UAK
yCTaHOBUTE AMana3soH.

VID Beeaute VID u yctaHoBute pnanasoH 1~4094

CoS Ans Toro, yto6bl ycTaHOBUTL COS, OH AONKEH ObiTh YCTAHOBAEH
BmecTe ¢ aktuBHbIM VID. Anana3oH HacTpouku 0~7

Ethernet Type Beeaute Ethernet Tun u yctaHosute pananasoH 0000~ FFFF

TCP Flag Bbibepute TCP Beeaute DSCP 1 yctaHoBuTe Avana3on 0~63

DSCP Beeaute npotokona IP u ycraHoBute puanason 00~FF

IP Protocol Beeaute UcTouHuk appeca Ipve

Source IPv6 Address
Source IPv6 Mask

Bbi6op nctounuka IPv6 Mask, u Bbibepute
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF,
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:0000:0000,
FFFF:FFFF:FFFF:0000:0000:0000:0000

Ingress Port Bbibepute nopt
Action Drop
| Action Drop v
Aencteue Typel
Redirect Port1 -
Priority 0~7
Action| Type1 v | DSCP {1 ~ 8, index select)

Copyto CPU
Mirror Enable




Aencteue Type2

Redirect Port1 ~
Priority 0~7
ACtiOﬂ;W| Bandwidth (1 ~15, index select)
= Copyto CPU
FPTP Enable
Sflow Enahble
Aencteue Type3
Redirect Port1
s Priotity 0~7
Action{Type3 | Insert Ctag (1 ~ 24, index select)
Ctag Vlan Enable
encteue Typed
Insert Ctag | (1 ~ 24, index selech)
Ctag Vlan Enable
Action Typed v | Insert Stag | {1 ~ 24, index select)
Stag Vlan Enable
Mirror Enable
MapameTpbl OnucaHue
Redirect YctaHoBUTE Nepeappecauuio Ha nopTt
Priority YcTaHOBUTL NPUOPUTET B AMana3oHe ot 0~7
DSCP YctaHosute uHpekc DSCP
Bandwidth YcTaHOBUTE UHAEKC LULMPUHBI MOAOCHI YaCTOT B COOTBETCTBUU
C OrpaHUYEHHbIMU NAaKETOM AAHHbIX,ycTaHOBAEHHbIX ACL
Copyto CPU Caenatb Konuto U nepepatb ero Ha CPU
PTP Enable YctaHoBuTe Bpems, UTobbl HauaTb 3anuch Nakera

Mirror Enable

Sflow Enable
Insert Ctag

Ctag Vlan Enable

Insert StagStag Vlan Enable

5.2 ACL Ctag Settings

Bratounte dpyHKuuMIo 3epkana KoHpurypauusa-> Port Mirror.
OYHKUMA HACTPOKKKM - NepeAaTb NAKET B NOPT Ha3HAYEHHUA.
Hactpoiika 3anycka ¢pyHkuuu Sflow

YctaHoBuTe 3HaueHue Insert Ctag

Bkatounte Habop ACL HacTporku VLAN ans nepepaum
naketoB Ha ocHoBe Insert Index Stag

YctaHoBuTe 3HaueHue Insert Stag

Bkatouute Habop ACL HacTpoiku VLAN ans nepepaun
naketoB Ha ocHoBe Insert Index Stag

Hactpouka ¢pyHkuuin pnsa ACL Ctag Settings.

ACL Configuration -> ACL Ctag Settings



Index [ |1 ~24)
value 0x {0XD000~0u7FFF)
| Apply
Index Value Index Value
1 0x0000 13 0x0000
2 0x0000 14 0x0000
3 0x0000 15 0x0000
4 0x0000 16 0x0000
5 0x0000 17 0x0000
6 0x0000 18 0x0000
7 0x0000 19 0x0000
B 0x0000 20 0x0000
9 0x0000 21 0x0000
10 0¥0000 22 0x0000
11 0x0000 23 0x0000
12 0x0000 24 0x0000
5.3 ACL Stag Settings

ACL Configuration -> ACL Stag Settings
L

Index (1 ~24)
Value 0% - | (Ox0000~0XFFFF)
| Apply |
Index Value Index Value
1 0x0000 13 0x0000
2 0x0000 14 0x0000
3 0x0000 15 0x0000
4 0x0000 16 0x0000
5 00000 17 0x0000
6 0x0000 18 0x0000
F 0x0000 19 0x0000
8 0x0000 20 0x0000
9 0x0000 21 0x0000
10 0x0000 22 0x0000
1 00000 23 0x0000
12 0x0000 24 0x0000
Hacrtpoiku VLAN ACL.

ACL Configuration -> ACL VLAN Settings




Index 1 v
Member Port

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18

- % ¥ J = ] U2 o - | & _J | \ ! L L

Apply

Index Member Port Index Member Port

1 13
2 14
3 15
4 16
5 17
6 18
7 19
8 20
9 21
10 22
1 23
12 24

ACL Bandwidth Settings

ACL Configuration -> ACL Bandwidth Settings
e —

Index (1~15)
Value (0~2540)(0.1Mbps)

. Apply |
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ACL DSCP Settings

ACL Configuration -> ACL DSCP Settings



Index (1~8
Value 0x | (Dx0~0x3F)

]

Value
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

Wi~ || =W =

6 be3onacHocTb
6.1 MopT-MAC-IP Binding

NMoaaepxka IPv4 / IPv6 nytem npoBepku IP-appeca obecneueHne 6a3oBoi 3alLuThl
6e30nacHOCTU U GUALTPALIMM.

6.1.1 NopTt-MAC-IP Port Setting

OyHKuua HacTpoiku paa Port-MAC-IP Port Setting.

Security -> Port-MAC-IP Binding -> Port-MAC-IP Port Setting

Port Selection
1 2 3 4 < 6 il 8 9 10 1 12 13 14 15 16 17 18
Status Disable v All [ clear
Max learning entry 1w
Recovery learning entry Disable v __.ilp;ly__
Port Status
Port State Max learning entry Recovery learning entry =
01 Disabled 3 Disabled
02 Disabled g Disabled
03 Disabled 3 Disabled
04 Disabled 3 Disabled
05 Disabled 3 Disabled
086 Disabled 3 Disabled




Mapametpbl OnucaHue

Port Selection Bbibop noprta

All Bbibepute BCe nopThI

Clear OumncTtuUTb BCE NOPTHI

Status BkatoueHue/ BoikntoueHue pyHkuuu npusasku Mopt-MAC-IP

Max learning entry YCcTaHOBUTbL MaKCMMaAbHOE KOAMYECTBO AUHAMUYECKUX
CBA3bIBAIOLLMX IPYNN AAA KAXAOr0 nopra

Recover learning entry BkaoueHUe/ BbIKAKOUEHUWE - aBTOMATUUYECKU NepeKpbiBas

PaHHIOK CBA3bIBAOLLYHO rpymnny, korpa Y4CA0O AMHaMHW4Y€CKHU
CBA3bIBAOLWMKUX rpynn AOCTUTaeT BEPXHETo NpeAena

6.1.2 Hactpoika Bxopa Port-MAC-IP

Hactpoika ¢pyHKunu prs Bxopa Hactpoika Port-MAC-IP.

Security -> Port-MAC-IP Binding -> Port-MAC-IP Entry Setting

Create IMP Entry |

Pt | | L foly |

IMP Entry Management ‘

P |
check port

Part 11 ]

check MAC

MAC .

Action Priority ¥ |

Priotity Disable v |  apply |

IP Table Monitor |
IP Type port MAC Rule | Priority Action

192.168.2.10 stafic ] filter | disable | Edit _Delete




Mapametpbl
Ipv4/1Pv6

IMP Entry Management
IP
Check port

Port
Check MAC

MAC
Action

Priority

OnucaHue

BbibepuTte npeABapUTEAbHO YCTAHOBAEHHbIW IMP 3anuch Kak
IPv4 unu IPv6, u BBeauteero IP-appec B rpade cnpasa.
Bbibepute npeABapUTEALHO OTPEAAKTUpOBaHHYLO IMP 3anucs,
B noaAe Tabauubl IP Monitor Haxatb kHonky«Edit» ansa
peAaKTUPOBaHMUA.

B cootBetcTBUM ¢ BbIOpaHHOW IMP IP-appecom

BKAOUEHHUSA/ BbIKAKOUEHUA NOPTA, YTOObI NPOBEPUTD,
COOTBETCTBYET AM 3TO UAU HET

YctaHoBUTE NOpT, COOTBETCTBYHOLMUI aTOMY IP appecy
BkatoueHue/BbikntoueHue uctounmka MAC, utobObl NnpoBEPUTD,
COOTBETCTBYET AU 3TO UAU HET

YctaHosute uctouHnk MAC, cootBetctBytoLium atomy IP appecy
YcTaHOBUTE COOTBETCTBYHOLLEE ACUCTBUE PUALTPA/ TPUOPUTETHI,
KOrAa yCAOBHUS OYAYT BbIMOAHEHDI

YcraHoBuTE 0uepeau, cooTBeTcTByowue aty IMP 3anuch

6.1.3 DHCP Snooping Entry Setting

OyHKuma HacTpoiku ana DHCP Snooping.

Security -> Port-MAC-IP Binding -> DHCP Snooping Entry Setting

DHCP Snooping Configure

DHCP Snooping Disable
ARP Inspection Digahle »

MAC Verification Disahle v . Apply |

Snooping Table

Port | P ] MAC Leavetime Action

MapameTpbl OnucaHue

DHCP Snooping
ARP Inspection
MAC Verification

BratoueHune/BoikatoueHue pyHkumn DHCP Snooping
BkatoueHue/ BblkAOUEHUE GYHKLUMU 00HapyxeHus ARP
BratoueHue/ BbikAOYEHUE GYHKLMKU npoBepku MAC



6.2 MAC Address Binding

Moaaepxka GyHKumii 6e3onacHocT MAC-appec. Bkatouute 3Ty GYHKUMIO, YTOObI YCTAHOBUTD
AecTBUe oTOpacbiBaHMA nakeToB B Tabauue MAC.

Hactpoika ¢pyHkuumn ans MAC Address Binding.

Security -> MAC Address Binding

MAC Table Binding

Port Selection

1

2

3 4 5 6 4 8 9 10 1 12 13 14 15 16 17 18

Port

MAC
port
Drop
Shniffer 1
Sniffer 2
Sflow
Priority
State

Binding Enable
Aging Time

Create MAC Entry

MAC Address

MAC Entry Management

All clear

300 Range:1~1,800,000. (Unit: second) Apply

1 v

Apply

1 v

Disable »

static v Apply -

MapameTpbl

Port Selection
Binding Enable

OnucaHue

Bbibepute, uto0Obl 3aKPbITh GYHKLUIO 0OyYeHME NOPTOB
BratoueHue/ BbikAOUeHUE GpyHKLMH cBA3bIBaHUA MAC

Aging Time YcraHosute MAC-cBA3biBatoLLEee BpeMA BIAEPXXKU AanasoH o1 1 po
1800000, pa3aen: BTopoi

MAC Address Aob6aBuTb NpeABapUTEAbHO CBAA3aHHbIM MAC-aapec

Port Bbibepute noprt, KoTopbii npuBsA3aH K MAC-aapecy

MAC Entry Mocae pobaBreHus ceaszanHoro MAC-aapeca: HaxmuTe KHonky «Edit» B

Management Kaxxaoi uHpopmaunu MAC Tabauubl, uTo6bl U3MEHUTL €ro. Haxmute
KHOMKY «YAQAUTb», YTOObI YyAQAUTb COOTBETCTBYHOLLYHO HACTPOMKY

MAC Otobpaxaer npeABapUTEALHO OTPEAAKTUPOBAHHYIO MHPOPMALIMIO O
MAC-aapece

Port WU3meHnute nopt, cBsizaHHbIi ¢ MAC-appecom

Drop Maket 6yaeT otOpolueH, korpa Source MAC naket, NPUHATLIA NOPTOM,
COOTBETCTBYET NapamMmeTpam

Snifferl Koraa naker, noAyyeHHbIM NOPTOM, MMeeT CBOM UCX0AHbIM MAC,
COOTBETCTBYIOLLMIA HACTPOKaM, TO 3TOT NaKeT OyaeT nepeaapecoBaH B
NoOPT Ha3HaAYEHUA

Sflow MepecbirnaTb COOTBETCTBYHOLME 00pa3Lbl NAKETOB HA NOPT Npoueccopa

Priority Koraa naker, noAyyeHHbIW NOpTOM, MMeeT cBoi npuoputetr MAC,

COOTBETCTB. HACTPOMKaM, TO OH OYAET COXpaHeH B COOTBETCTB. 0YEPEAb



7 AonoAHUTEAbHbIE BO3MO)XHOCTH

7.1 MpotokoA Spanning Tree

STP, TaKkXe U3BECTHbIN KaK pacLuMpeHHbIM NPOTOKOA Tree, AIBAIETCA YPOBHEM KaHaAa nepeAauu
AQHHBIX (YpOBEHb 2) NPOTOKOA, OCHOBAHHbIH Ha ceTeBor MoaeAn OSI, utobbl 0becneunTtb
PerMoHanbHyH CeTeBYH cpeay 6e3 neTeab.

STP no3BoAsieT CoAepXaTb aAbTEPHATUBHbIE (MOBTOPAOLLMUECH) COEAUHEHMA, UTOOLI U30€eXaTb
neTeAb B 9KCNAyaTaLMK U aBTOMATUUECKHU BKAKOYATb aAbTepHATUBHbIE NyTW. Takum obpa3om, ¢
nomowbto STP, MOXXHO pocTuub: 1. [IpepoTBpaLwieHune broadcast storms; 2. lpepoTBpalLeHune
nosiBAeHMA AybauKaToB naketoBs; 3. [[pepoTBpaLLeHUe HecooTBeTCTBUSA 6a3 pAaHHbIX MAC-

aApecoB.

7.1.1 Hactpouka ¢pyHkuuu pna STP Global Settings

Advanced Features -> Spanning Tree Protocol -> STP Global Settings

STP State

Max Hops (6-40)

Note:

Enable

STP Version MSTP v
Bridge Max Age (6-40) 20
Bridge Hello Time (1-10) 2

Bridge Forward Delay (4-30) 15

20

sec
sec
sec
sec

2 x (Bridge_Forward_Delay — 1.0 seconds) == Bridge_Max_Age

Bridge_Max_Age »= 2 x (Bridge_Hello_Time + 1.0 seconds)

MapameTpbl

STP
STP Version

Bridge Max
Age (6-40)
Bridge Hello
Time (1-10)
Bridge Forward
Delay (4-30)

Max Hops
(6-40)

MpeaBapuTeAbHble
HaCTPOUKH

Enable
MSTP

20
2

15

20

OnucaHue

BkatoueHue/ BbikAOUEHUE GYHKLMKU STP
YctaHoBuTE UCNOAb3YeMYHo Bepcuto STP,
noaaepxusatorca STP, RSTP, MSTP
3apanTe MakCMMaAbHOE BPEMSA XXU3HHU
UHOOPMALUU 0 KOHOUTYpaLIUK
YcraHaBauBaet uHTepean mexay BPDU

YcTaHoBUTE UHTEPBAA MEXAY BCEMU NOPTaMH
KOMMYyTaTopa B CBA3YIOLLEE AePEBO AN
NnepecbIAKK, KOTAa 3TOT NepeKAloYaTeAb
UCNOAb3YEeTCA B KaYecTBe KOPHEBOro MocTa
YcTaHaBAMBAET HayaAbHOE 3HaYeHUe, KOMMyTaTop
UCNOAL3YIOTCA B KQUecTBEe KOPHEBOIO MOCTa BO
Bpemsa pabotbl Bpexume MSTP



7.1.2 Napametpbl STP Port

Hactpoika ¢pyHKuuin pas HacTpoiku STP Port.

Advanced Features -> Spanning Tree Protocol -> STP Port Settings

STP Port Enabled
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18
| Apply \
MapameTpbl MpeceTbl OnucaHue
STP Port Enabled Enabled Bbibepute nopt Ara BKAtOueHUus STP

7.1.3 Konourypauua MCT

Hactpoika ¢pyHkuuin pas MST MAEHTUPUKALUU KOHPUTYPALUK.

Advanced Features -> Spanning Tree Protocol -> MST Configuration Identification

MST Configuration Identification Settings

Configuration Name |STP
Revision Level(0-85535) 0 | Apply
Instance ID Settings
MSTI ID (1-4094)
Action Add VID
VID List (1-4094) | Apply
MSTIID VID List Action

cIST 1-4094  Edit | Delete




MpeaBapuTeAbHan

JE{PEL TR L yCTaHOBKA
Configuration IP1829
Name
Revision Level 0
(0-65535)

MSTIID
(1-4094)
Action Add VID

VID List (1-4094)

7.1.4 Napametpobl STP Instance

YcTaHOBUTE UMA KOHOUTYPALMU, KOTOPOE AABASIETCA

OnucaHue

YHUKaAbHbIM naeHTUGuKaTopom MSTI

YcraHoBUTE HOMEP BEPCUM, YTOObI ONPEAEAUTD,

ABASIETCA AU OHA B TOM Xe pernoHe MSTP

A TOro, uT06bl YCTAHOBUTL UAEHTUPUKALUOHHDIH
Homep 3anucu MSTI

Cnocob yctaHoBku cnucka VID MSTI
Add VID: Aob6aBuTb GpYHKLUIO
Ypanutb VID: YaaAuTb GyHKUUIO

Yt06bl U3MEHUTb COAEPXMMOe cniucka MSTI's VID

Hactpoika ¢pyHkuuin prs Hactpoiku STP Instance.

Advanced Features -> Spanning Tree Protocol -> STP Instance Settings

MSTI ID

Priority (0-61440) |

. Apply |

Instance Type

Instance Priority

Action

CIST

32768

Edit | l | View |

STP Instance Operational Status

MSTP ID

External Root Cost
Internal Root Cost
Root Port

Forward Delay

Designated Root Bridge
Regional Root Bridge
Designated Bridge

Max Age

Max Hops

7.1.5 MSTP Undopmauus o nopte

Hactpoika ¢pyHkuuin pna MSTP, undopmauus o nopre.

Advanced Features -> Spanning Tree Protocol -> MSTP Port Information




Port 1 v | Find
MSTP Port Settings
rielin I b soohy
Port 1 Settings
MSTI Designated Bridge Internal Path Cost| Priority Status Role Action
0 32768/66-09-07-03-04-09 200000(Auto) 128 Forwarding Designated Port Edit |
MpeaBapuTeAbHan
Mapametpbl YCTAHOBKa OnucaHue
Port 1 Homep nopta ara oTo6paxkeHUs U YCTAaHOBKH
Instance ID Ans TOro, uT06bl YCTAHOBUTL UAEHTUPUKALUOHHDIH
Homep 3anucu MSTI
Internal Path YcTaHOBUTE BHYTPEHHIOK CTOMMOCTb NMYTH 3TOr0
Cost (0- nopra. Korpaobaactb paccMaTpuBaeTCcs Kak
200000000,0 = OTAEAbHasA PerMoHaAbHas CeTb, ATapyHKLMA
Auto) npeACTaBAAET KOPHEBO# NyTb MOCTA B 3TOM CETH
Priority (0-240) YcTaHOBUTE NPUOPUTET 3TOrO NOpTa

7.2 Trunk & Link Aggregation

MaructpanbHas rpynna obecneunBaer 6oaee BbICOKYIO CKOPOCTb NepeAayyu AaHHbIX N0 CETH
nyrem 06be AMHEHUAA HECKOALKMX MOPTOB U UCNOAb30BaHMUA
cneunduuecKoro pacnpepereHus Tpaduka.

Function Setting for Trunk & Link Aggregation.

Advanced Features -> Trunk & Link Aggregation



Link Aggregation Algorithm MAC Source ol
Group Group1 Group2 Group3 Group4 Group5
Combine Group
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 186 17 18
et Sanot v | @ |@ |2 | @ ¢ | e | @ ¢ | @ ¢ | @ v | ¢ | @ v v
Status
State Disable v Disable v Disable v Disable v Disable v
Trunk Type LACP LACP v LACP LACP LACP
Mode Passive v Passive ¥ Passive ¥ Passive ¥ Passive v
Time Out Short v Short v Short v Short Short v
Apply
MpeaBapuTeAbHan
MapameTpbl OnucaHue
P P yCTaHOBKa
Link Aggregation MAC Source AAropuTM arperauum CCbIAOK, NOPT MOAAEPXKKH.
Algorithm MAK. UcTounuk. MyHKT HasHaueHus MAC.

UctouHuk IP. IP. MecTo Ha3HaueHuA. lopt
Ha3HauyeHusa TCP/UDP. UcxoaHbin nopt TCP/UDP

Group lpynnoBo# MHAEKC

Combine Group O6beauHeHUe ABYX rpynn

Port Select Bbibop yuacTHUKa rpynnbl

Status OTobpaxeHue cTaTyca yYaCTHUKOB, AUCTIAEH «A»
yKa3blBaeT Ha HACTPOUKYPYHKLUM ANA 3aBEPLUEHUA

State Disable BkatoueHue/BbIKAOUEHUWE cTaTyca rpynn

Trunk Type LACP Bbi6op Trunk, nopaepxxuBaet LACP u ctatuueckui

Mode Passive Pexum cBfA3u, NOAAEPXKUBAET NACCUBHLIN U
AKTUBHbIW

Time Out Short Bbibop BpemeHU AnS TalM-ayTa, NOAAEPXKKa

KOPOTKUW U AAMHHDBIA. KOPOTKKI 03HauaeT 1
CEKYHAY ANA OTNPABKKM NaKeTa, BpeMs 0XXUAAHUA
cocTaBAfieT 3 CEKYHAbI; AAMHHbIN 03HayaeT 30
CEKYHAbI AAA OTNPABKM NaKeTa, BpeMs AAA
oXnpaHuA 90 cekyHA



7.3 IGMP Snooping

Mpotokon ynpaeaenus rpynnamu (IGMP) Snooping.

IGMP Snooping Settings
IGMP Snooping Router Ports Settings
IGMP Snooping Groups

IGMP Snooping Ports

7.3.1 Hactpouku IGMP Snooping

Hactpoika ¢yHkumii IGMP Snooping.

Advanced Features -> IGMP Snooping -> IGMP Snooping Settings

IGMP Snooping State
Version

IGMP Group Aged Out
GMI {10-65535)

Disable v
IGMPv3 *
Disable »
100

Router Aging Time (10-65535) 100

sec
sec

Apply |

TETE T MpeaBapuTeAbHan

yCTaHOBKa

IGMP Snooping Disable

State

Version IGMPv3

IGMP Group Disable

Aged Out

GMI 100 (cek.)

Router Aging 100 (cek.)

Time

OnucaHue

Nepekntouatenb pyHkumu IGMP Snooping

Bepcuu, Bbl MoxeTe BbibpaTtb IGMPv1, IGMPV2 1
IGMPv3

AONKHA AU AMHAMUYECKHU NPUCOEAUHAEMARA rpynna
OUYMLLATLCA, KOTAQ HE NOAYYaET COOTBETCTBYHOLLMA
Nnaker B TeYeHUe onpeAeAeHHOro nepuoAa
BPEMeHU, BPeMA yCTaHaBAMBAETCA B COOTBETCTBUM
co caepyrowm GMI

ByaeT onpoLieH, ecTb A KaKOW-AM60 INEMEHT Ha
OCHOBE 3TOr0 BPEMEHHU

CywiectBytolLee Bpema AN AUHAMUYECKOro nopra
MapLupyTu3atopa. Ecan nakert 3anpoca
HenpepbIBHO HE MOAYYMA, AMHAMUYECKUI NOPT
mMapLipyTu3atopa 6yAeT OuMnLLEH



7.3.2 Hactpounku noptoB mapwpyTtusatopa IGMP Snooping

Hactpoika ¢pyHkuuin noptoB maplupytuzatopa IGMP Snooping.

Advanced Features -> IGMP Snooping -> IGMP Snooping Router Ports Settings

IGMP Snooping Static Router Ports

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18

IGMP Snooping Dynamic Router Ports
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18

MapameTpbl OnucaHue
IGMP Snooping Static Router Ports Hactpoiika ctaTu4ecKux nopToB MapLipyTu3artopa
IGMP Snooping Dynamic Router Ports OTobpaxeHMe AMHAMUUYECKU U3yYaeMblX NOPTOB
MapLupyTusatopa

7.3.3 IGMP Snooping rpynnbl
Hacrtpouka ¢pyHkuuin pasa IGMP Snooping rpynn.

Advanced Features -> IGMP Snooping -> IGMP Snooping Groups Parameter

VIF 00pPINg oup

IGMP Snooping Static Group Configuration
Group Address
Member Port
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18
Apply |
IGMP Snooping Group Information
Group State Member Port Action
MapameTpbl OnucaHue

IGMP Snooping Static Group YctaHaBAMBATL CTaTUYECKUE rpynnbl U UXNOPTbI
Configuration
IGMP Snooping Group Information lNokasatb BCe CyLieCTBYHOLIME rpynnbl U UX CTaTyC



7.3.4 IGMP Snooping noptbl

Hactpouka ¢pyHkuuin pasa IGMP Snooping noptos.

Advanced Features -> IGMP Snooping -> IGMP Snooping Ports
e e

IGMP Snooping Port Information
Porti1 =
l Group | State I Mode l Uptime I Expires | Source List

MapameTpbl OnucaHue

IGMP Snooping Port Information OtobpaxeHue BbIOpaHHOIo NopTa, KOTOPbIM
NPUCOEAMHUACA KIPyNne 1 ero TeKyliee COCTOAHUE

7.4 MLD Snooping MLD

MLD Snooping

Multicast Listener Discovery (MLD) Snooping
MLD Snooping Settings

MLD Snooping Router Ports Settings

MLD Snooping Groups

MLD Snooping Ports

7.4.1 MLD Snooping HacTpoiku
Hactpoitka ¢pyHKumit pna MLD Snooping.

Advanced Features -> MLD Snooping -> MLD Snooping Settings

MLD Snooping State Disahle *
Version MLDv2 *
MLD Group Aged Out Disable »
GMI (10-65535) oo sec
Router Aging Time (10-65535) l100 sec
. Apply |




MapameTpbl Mo yMoAuaHHI0 OnucaHue

MLD Snooping State Disable Nepekatouatenb pyHkumu MLD Snooping

Version IGMPv3 Bbibop Bepcuu, Bbl MoOXeTe Bbiopatb MLDv1
MLDv2

MLD Group Aged Out Disable byaeT AM AMHAMUUECKM NPUCOEAUHUACA K rpynne

GMI 100 (cek.) 3anpaliuBaert, eCTb A KAKO-AMOO INEMEHT Ha
OCHOBE 3TOr0 BPEMEHHU

Router Aging Time 100 (cek.) CywecTtsyoLiee BpeMs AN AUHAMUUYECKOTO

nopta mapLipytusaropa. EcAv naket 3anpoca He
NOAYUYUA, AMHAMUYECKUI NOPT MapLLpyTU3aTopa
OyAET OUMLLEH

7.4.2 MLD Snooping mapwpytusatop Hactpouka lMopToB

Hactpoiika ¢yHkumuid noptos MLD Snooping Router.

Advanced Features -> MLD Snooping -> MLD Snooping Router Ports Settings

MLD Snooping Static Router Ports

1 2 3 4 5 6 L) 8 9 10 1 12 13 14 15 186 17 18

MLD Snooping Dynamic Router Ports
1 i 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18

MapameTpbl OnucaHue
MLD Snooping Static Router Ports HacTtpoika cratuueckux noptToB MapLupyTu3aropa
MLD Snooping Dynamic Router Ports OtobpaxeHne AMHAMUYECKU U3yyaeMblIX NOPTOB
MapuipyTtusaropa

7.4.3 MLD Snooping 'pynnbi
Hactpoika ¢pyHkuuin pna MLD Snooping rpynn.

Advanced Features -> MLD Snooping -> MLD Snooping Groups



viLD 00pPINg oup

MLD Snooping Static Group Configuration

Group Address
Member Port
1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18

Apply

MLD Snooping Group Informati
Group State Member Port Action
MapameTpbl OnucaHue
MLD Snooping Static Group MNoAb30BaTEAM MOTYT CO3AaBaTb CTaTHYECKUE
Configuration rpynnbl U UX NOPTbI
MLD Snooping Group Information lNoka3atb BCe CyLL,eCTBYHOLIME IPynMbl U UX CTATyC

7.4.4 MLD Snooping MopTbi

Hactpoika ¢pyHkuuin pns MLD Snooping nopTos.

Advanced Features -> MLD Snooping -> MLD Snooping Ports
O O ——

MLD Snooping Port Information
Port1
| Group | stte | Mot | uptme | Bxpires | Sourcelist
Mapametpbl OnucaHue
MLD Snooping Port Information OtobpaxxeHue BbIOpaHHOIO NOpTa, KOTOPbIM
NPUCOEAUHUACA K Fpynne 1 ee TeKyLLee COCTOAHUE
7.5 DHCP Relay Agent

®yHKuua HacTpoiikn ana DHCP Relay Agent.

Advanced Features -> DHCP Relay Agent



Global Setting
E;I“CaP relay-agent C Aﬂplv
DHCPv4 Setting
Hops Limit 4
DHCPv4 Server Setting
Index State Address
1 & 192.168.2.111
2
3
4
5
L Apply |
DHCPv6 Setting
DHCPV6 Server Setting
Index State Address
1 o 2001:1000:1
2
3
4
5
| Apply
MpeaBapuTeAbHan
Mapametpbl yeTaHoBKA Onucanue
DHCP relay- BkaoueHnue/BoikntoueHue DHCP Relay-Agent
agent state
Hops Limit 4 KoanuectBo, 3a Kotopoe naker DHCP moxert 6biTb
nepeaapecoBaH
DHCPv4 Server Napametpbl cepsepa DHCPv4, Bbl moXeTe
Setting YCTaHOBMTb NATb rpynn
DHCPv6 Server Napametpol cepsepa DHCPv6, Bbl moXeTe
Setting YCTaHOBMTb NATb rpynn
7.6 06HapyxeHHe KOHTYypa

Lmkn OGHGDY)KGHMH MOXeET 06HaDY)KMTb NETA0 COEAUHEHUA, TEHEPUPYyEeMYHD KOMMYTaTOpPOM, U
KOrAa OH 06Hap)I)KMT €e, BbI30BET 6I\OKMp0BKy 1 nopta mexay 2 noptTaMu NeTAH, Tak UTO NaKeT He
MOXET ObITb UMMOPTUPOBAH B KOMMYTATOP Yepe3 NETAIO.

Hactpoiika GyHKUMM AAS 0OHAPY)KEHMSA NETEAD.

Advanced Features -> Loop Detect



00p Dete 0 atio

Loop Detect Setting

Loop Detection State Disable
LDP Interval Time 3 , unit 500ms
Block Release Time 9 , unit500ms
LDP MAC Destination Address 01:90:C3:00:00:00
Apply
Loop Detect Port Setting
Loop Detect Port Enabled

6 7 8 9 10 1" 13 16

Mapametpbl

Loop Detect State
LDP Interval Time

Block Release Time
LDP MAC Destination Address

Loop Detect Port Enabled
Refresh

1.7 GVRP

OnucaHue

BkatoueHune/BoikatoueHue Loop Detect dpyHKuuu
YcTaHOBUTL MHTEPBAA ANA OTNPABKKU NAKETOB NETAU
AETEKTUPOBaHUA

YctraHoBHUTE 3aONOKMPOBAHHBIW NOPT U BPEMSA NOBTOPHOIO
BKAHOYEHMSA

YcraHoBute DA pns OTNpABKU NAKeTa LIMKAA 0OHapYXeHHs
Bbibepute nopT, KOTOPLIH BKAOUUA GYHKLUK 0OHAPYKEHUA
06HoBAeHMe cTaTyca Loop Detect

GVRP moxeTt 06meHuBaThCA UHGOPMALMEN C KaXABIM NOPTOM, UTOObI peaAn3oBaTh GpyHKLUIO

VLAN ans Kaxporo nopra.

Hacrtpoika ¢pyHkuuin ans GVRP.

Advanced Features -> GVRP Settings

GVRP Settings

GVRP Settings
Join Time 2
Leave Time (i

Leaveall Time 120

|Disable *

(second, ==2sec)
(second, >=2*Join Time)
| (second, »=Leave Time)
Apply




MapameTpbl OnucaHue

GVRP Settings  BkaoueHue/BbikntoueHue GpyHkuuu GVRP

JoinTime YcraHoBKka LDP uHTepBana BpemeHu

Leave Time YcTaHOBUTE TaiMmep OTNyCKa, He MEeHee YeM B ABa pa3sa NpeBbiLatoLLmni
Bpemsa Taumepa NPUCoeAMHEHUH

Leaveall Time YctaHoBute Taumep LeaveAll, He meHbLIe, YeM BpeMs 0TNyCKa No Taumepy

7.8 Cocepnuu MACID

OyHkuua Neighbor Acids 3akaouaetcs B noucke MAC ID cocepHero kKommytaTopa AN KaXAOro
nopTa U oTnpaBke MHGOPMALMOHHBIX NAKETOB B 3aAaHHbIM nepuoa. Kommytatop pobasut MAC
ID uAu 06HOBUT BpeMs CTapeHUs NOCAe NOAyYeHUA MHGOPMALMOHHBIX NAKETOB coceAa. Bl
MOXeTe cAeAaTb nepekatoueHue bamxHero MAK naeHTudukaTopa MHGOpMaLum ¢
ucnono3oBaHnem uHctpymeHta UDP NetCmd.

Function Setting for Neighbor MACID.

Advanced Features -> Neighbor MACID Settings

Status Disable »
Send Period 3

Aging Time 6
Apply
MapameTpbl OnucaHue
Status BkatoueHue/BbikntoueHue pyHkumu Neighbor MACID
Send Period YcTaHoBUTE NEepuoA OTNPABKK NAKETOB
Aging Time YcraHoBUTE BpeMA NOATOTOBKU AAS KaXKAbIX AaHHbIX MAC ID

8 MoHMTOpPUHT

8.1 MIB Cuetuuk

MIB cueTunuK MOXET nepeAaBaTb UAU NPUHUMATb 06bEM AAHHBIX AAT KaXKAOT0 nopTa. U moxert
pa3pendTb Ha ABa cnocoba, kak popmat 28 6A0KOB NnpMeMa NakeToB U 14 e AUHUL, NepeAatoLLUX
dopmar nakersbl.

OyHKumMA HacTpoiikn ana MIB cueTuuKa.

Monitoring -> MIB Counter



Receive Transmit o
e Packets Bytes Packets Bytes -
0 0 0 0 0 Detail
02 1] 0 0 i} Detail
03 0 0 0 0 Detail
04 0 0 0 0 Detail
05 0 0 0 0 Detail
06 0 0 0 0 Detail
o7 0 0 0 0 Detail
08 0 0 0 0 Detail
09 0 0 0 0 Detail
10 1] 0 0 0 Detail
1 0 0 0 0 Detail
12 0 0 0 0 Detail
13 0 0 0 0 Detail
14 0 0 0 0 Detail 2
|_Refresh | Clear |
Mapametpbl OnucaHue
Port No. Homep nopra
Receive OtobpaxeHue npuemMa AaHHbIX AAA NAKETOB U 6aiToB
Transmit OtobpaxkeHre AAHHBIX AAF NEPEAAIOLLUX NaKeToB U HanToB
Action MpeaocTaBbTe NOAPOOHBLIE AQHHBIE AAA ITUX AAHHbIX
Refresh 06HOBUTb A@HHbIE NOpTa
Clear OyMCTUTbL AaHHbIE nopTa

Monitoring -> MIB Counter -> Detail

Port NO: 1. . Apply |
Port 1 Counter =
Type
Receive Transmit
64b 0 0
65-127b 0 0
128-255b 0 0
256-511b 0 0
§12-1023b 0 0
1024-1518b 0 0
Qversize 0 0
Best 0 0
Mcst 0 0
Ucst 0 0
Pause 0 0
Pkts 0 & -
«<<Back | Refresh | Clear |




MapameTpbl

Type
Receive

Transmit

Refresh
Clear

OnucaHue

Tun nakeToB

OtobpaxkeHue AaHHbIX NAKETOB, KOTOPble NPUHUMALOTCA APYTUM
dopmMaToM OTAEALHO

OtobpaxkeHue AaHHbIX NAKETOB, KOTOPbIE NEPEAAOTCA C NOMOLLbHO
Apyroro ¢opmara 0TAeAbHO

06HOBUTb AAHHbIE NOpTa

OuyMCTUTbL AaHHbIE nopTa

8.2 Scan MACID Lookup Table

Scan MACID tabauua noucka npepoctaBasetr MAC-appec AAS KQXXAOTO NOPTa, U NOAb30BATEAb
MoXeT ouncTutb MAC-aapec TabanLbl NOMCKA.

OyHKUUA HACTPOWKU AAA cKaHupoBaHus Tabauubl MACID Lookup.

Monitoring -> Scan MACID Lookup Table

MAC Table Clear

Port Selection

MAC Table Monitor

MapameTpbl

Port Selection
All

Clear

Apply

Refresh

All clear Apply

Refresh

OnucaHue

BbibepuTe nopThl NpeABaPUTEALHON HACTPOWKK
Bbibepute BCe NOpTbI

OuucTUTbL BbIOpAHHBIA NOPT

Ouuctutb MAC TabanLy npepBapuTEALHOTO BbiOOpa nopTa
06HoBUTL MAC TabAuLy



8.3 Syslog
Syslog npeaocTaBASeT 9KCNAyaTUpyeMble 3aMUCU PYKOBOACTBA.
Hactpoiika ¢yHkumuii pnq Syslog

Monitoring -> Syslog

Refresh

Index Log Message
1 [an 100:00:18 syslogd started: BusyBox v1.20.2

2 an 100:00:18 kernel: CPU revision is: 0000cd01 (APOLLO)

3 Jan 100:00:18 kernel: IC Plus APOLLO SoC IP211, CPU:150.000 MHz, AHB:150.000 MHz, DDR:0.000 MHz

4 (an 100:00:18 kernel: Determined physical RAM map:

5§ [Jan 100:00:18 kernel: memory: 02000000 @ 00000000 (usable)

6 |Jan 100:00:18 kernel: Initial ramdisk at: 0x8034e000 (1040551 bytes)

7 [an 100:00:18 kernel: Zone PFN ranges:

8 |Jan 1000018 kemel' Normal 0x00000000 -> 0x00002000

9 [Jan 100:00:18 kernel: Movable zone start PFN for each node

10 [Jan 100:00:18 kernel: Early memory PFN ranges

11 [an 100:00:18 kernel:  0: 0x00000000 -> 0x00002000

12 an 100:00:18 kernel: On node 0 totalpages: 8192

13 [an 100:00:18 kernel: free_area_init_node: node 0, pgdat 8030070, node_mem_map 81000000

14 [an 100:00:18 kernel: Normal zone: 64 pages used for memmap

Mapametpbl OnucaHue

Refresh 06HoBUTb Syslog




cucTembl BUAEOHabAlopeHnA
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